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Abstract

UNICORE (Uniform Interfaceto ComputerResourcesis a softwareinfrastructureto supporta uniform, secure
Web-base@ccesdo distributedresourcesThetalk will give anoverview of thearchitectureits securityfeaturesthe
userfunctions,andthe currentimplementatiorstatus.

1 The UNICORE PlusProject

In 1997 the GermanMinistry for Educationand Researc{BMBF) setup a two yearsprojectto develop a software
infrastructurefor seamlessaccesgo distributed supercomputeresources. Motivation for the UNICORE (UNiform
Interfaceto COmputingREsourcesproject hasbeenthat userswho have to solve large problemsin computational
scienceusuallyneedresource®n a variety of systemsat differentlocations. Theseusersarefacedwith differentsite
policiesand practices(security useridenti cation, datamanagement,..), differentsystemarchitecturesand system
software. For the ef cient useof the resourceghe usersneedto learnaboutthesedifferences.UNICORE is going
to overcomethe additionaleffort. The projectgoalis to leave batchusersof the Germansupercomputecenterswith
a seamlesssecureandintuitive Web-basednterfacefor job preparationsubmissionandmonitoring. The developed
UNICOREprototyperunsin test-modetthecentersn Berlin (ZIB), Julich (FZJ),Karlsruhe(RUKA), MinchenLRZ),
OffenbachDWD), andStuttgar{RUS) for thetargetsystems 3E,SP2,andVPR It providestheuserwith asinglesign-
on ervironmentvia X.509 certi cates. Throughthe graphicalinterfacethe usercanpreparemulti-stepUNICOREjobs
consistingof scriptjobsfor shell-scriptof existing applicationsCompile-Link-Run-jobgor new applicationsand le
transferjobs. Jobsto be run at the sametarget systemaregroupedtogetherin job-groups. The userspeci esgeneral
informationlike the target systemper job group. Resourceequirementfor CPU time, numberof CPUs,amountof
mainmemory anddisk spacearespeci edperjob. Theuserinputis mappedy UNICORETto thetametsystemspeci ¢
commandsandoptions. The job monitorallows for checkingthe job statusandaccessinghe standardutputanderror
les.

A follow-on project,UNICOREPIug, startedn January2000andis plannedor adurationof threeyears.Basedonthe
work donein the UNICORE projectUNICORE Plusis goingto developa grid (se€[5]) infrastructurdor seamlesand
secureaccess$o supercomputeaesourcesThisincludesasophisticategraphicaliserinterfaceandsecuritymechanisms
aswell assenercomponentsor thetranslatiorof the uniformjob speci cationinto batchjobsfor thetargetsystemfor
schedulingetc. The projectgoalsareto develop animproved, robust prototypewhich allows for multi-part, multi-site
jobswith elaboratgob o w functionsandwhich supportsapplicationspeci c interfacesef cient datatransfeyresource
modeling,andmeta-computingtapplicatiorlevel. As within UNICORE:it is thedesignprincipleto keepsiteautonomy
Projectpartnersarethe GermanWeatherService(DWD), ResearctCenterJilich, ComputerCenterof the University

'Seehttp://wwwfz-juelich.de/unicoretJNICORE hasbeenfundedby BMBF, grantperoid1.8.1997- 31.12.1999grantid 01 IR 703
2seehttp://wwwfz-juelich.de/unicoreplug)NICOREPlusis a BMBF fundedproject,grantid 01 IR 001



of Stuttgart(RUS), PallasGmbH, Briihl, Leibniz ComputerCenter Munich (LRZ), ComputerCenterof the University
Karlsruhe(RUKA), PaderbornCenterfor Parallel Computing(PC2), KonradZuse Centey Berlin (ZIB), and Center
for High PerformanceComputingat TU Dresden(ZHR). The projectis structuredin eight sub-projectseachdealing
with one or more aspectsjncluding softwaredevelopmentand project-managementTopics of the sub-projectsare
test, quality managementadministrationand public key infrastructure(PKI), resourcenodeling,applicationspeci c

interfacesdatamanagemenjob control o w, andmeta-computing.

While in the UNICORE projectthe hardwarevendors werenon-fundedprojectpartnershey now aremembersof the
recentlyfoundedfriendly societyUNICORE Forume.V. to furthersupporthe UNICORE development.

2 The UNICORE Architecture

Thearchitecturén the UNICOREPIusprojectis basednthethreetier architecturelevelopedn the predecessagrroject
(see[1], [6], http://www.fz-juelich.de/micore). It consistf usertier, UNICORE sener tier, andtarget systentier as
shavnin Figurel. Userandsenertier areJava applicationswvhile the systentier is realizedin perl.
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Theusertier consistsof the graphicaluserinterface.lt offersthe functionsto prepareandcontrol UNICOREjobs (for
detailsseeChapter4) andto setup and maintainthe users securityervironment. As describedn Chapter3 in more
detail, thesecurityarchitecturas basedn the SecureSocketLayer(SSL) protocol. SSLis usedfor thecommunication
betweerthe componentsvhichtalk to eachotherover public networks.Fromthe userinputthe userinterfacegenerates
an AbstractJob Object(AJO) which is sentvia SSL to the Gatevay. The AJO is a key componentin the architecture.
It compriseshe UNICORE protocolbetweeruserinterfaceandthe Network Job Supervisotogethemwith the abstract
job speci cation generatedrom the userinput. The AJO is realizedasa Java classlibrary. [6] and http://www.fz-
juelich.de/unicore/BRR.psexplain the AJO in moredetail.

TheGatevayis the rst partof the UNICORE Senertier. It takescareof theuserauthenticationsecurecommunication
betweerclientandsener, andprovidestheclientwith informationaboutthe availableresourcesit the site. It alsotalks
to the NetworkJobSupervisoi(NJS)senersat its site to sendjobsanddata,statusrequestandcontrolcommandgor
further processingaswell asreceve datato makeit availableto the user EachNJScontrolsonetargetsystemor one
clusterof systemavhich aregovernedby a singleresourcananagemenrgystemlt ful lls thefollowing tasks:

3Hitachi, HP, IBM, NEC, SGI/Cray Siemens/FuijitstSun



analyzethe AJO (representinghe UNICORE Job)for localandremotejobs;

mapthe UNICOREuserid to thelocal useridfor thetargetsystem;

translatehelocal jobscontainedn the AJO into realbatchjobsfor thetargetsystem;
sendjob-groupso be executedat otherUNICORE sitesto the correspondingatevay;
provide local resourcaénformationto the gatavay;

takecareof necessarye transfer;

provide job statusnformationandjob output.

Theunderlyingrecursve job modelis suchthata UNICORE job consistof

job groupswhichbuild aframewith generalnformationfor this partof thejob like thetargetsystemthey contain
them-selfjobsgroupsjobs,anddependencies,

jobsor taskswhich aregoingto betranslatednto batchjobsfor thetarget,

dependenciesetweerthe elementdo re ect the necessargynchronizationthey build a directedagyclic depen-
deng graph.

EachUNICOREjobis assigneé UNICOREJobdirectorywhichis theunix working spacdor thejob. It is atemporary
directoryexisting only duringthelifetime of thejob atthesite. All dataneededor thejob executionhave to beimported
from permanentle spaceto the job directory All datawhich is neededhfterthe job has nished hasto be savedto

permanentle space.The userhasto specifythe datato beimportedandthoseto be exported. The transfersaredone
by UNICOREtransparentlyo theuser
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Figure2: TheUserTier

3 The Security Ar chitecture

Thischaptettakesacloserook atthearchitecturelescribedbore explainingthethreetiersin moredetailwith respecto
thesecurityfeatures Thesecurityis basednthe SecureSocket_ayer(SSL)protocolandthe X.509V3typecerti cates
(see[4]). SSL usespublic key cryptographyfor establishingconnectiondetweenclient andsener. Thereforeeach
componenhasto have a public-secrekey pair with the secretkey keptsecretandthe public partbeingknown by the
others. The keys have to be certi ed by a certi cation authority (CA) so thatthe componentsan be surethat they
communicatevith the user(or program)he or sheclaimsto be. By defaultcerti catessignedby unknown signersare
notaccepted.



The UNICOREusers X509 certi cate is his or herUNICOREuseridenti cation. It is maintainedoy theuserinterface
applicationin a crypteddatabase.The userinterfacealsoneedso know aboutthe Certi cation Authority which signs
the userandthe gataevay certi cates. With this informationa secureconnectionwith mutual authenticatiorof both
componentganbeestablishedFigure2 shavs the usertier hostingthe main GUI componentsobPreparatiorAgent
(JFA) andJobMonitor Controller(JMC) aswell astheusers certi cate. Theuseris authenticatethy the Gatavaywhen
presentinghis or her certi cate. Thecerti cate is alsopartof the AJO for authorizatiorat differentsitesandthe AJO
partsaswell asthe whole AJO aresignedwith the users certi cate. This is necessaryo makesurethatno onecan
tamperwith the AJO onits way withoutbeingnoticed.

UNICORE usesthe UNICORE ProtocolLayer (UPL) to sendthe AJO to the Gatavay which just handsit over to the
NJScontrollingthe speci ed targetsystem.In casea UNICORE site usesadditionalauthenticationmethoddike DCE
(DistributedComputingenvironment)or SecurelDcards the Gatevay allows for site speci ¢ additionalauthentication
asis depictedin Figure3. Gatevay andNJS communicatevia sockets.The NJS rst checkswhetherthe AJO is an
correctAJO from the userwho signedit. It unpackshe AJO with the users public key andanalysest for partsto be
sendto othertargetsystemsThesearesendeitherto anothedocal NJSor to agatevay at anothelUNICORE siteatthe
pointin time thedependencgraphde nes. EachNJShasits own X.509 certi cate which it usesto communicateo a
Gatevay atanothersitevia SSL. The Gatevay thenknows, thatthe AJO is partof anotherAJO andthatit hasto usethe
users public key to unpackihe AJO insteadof the onefrom the sendingNJS.

For tasksto be processetbcally a NJSdoesthe useridmappingwhich meanghatit mapstheusers certi cate to his or
her useridenti cation at thelocal system.The NJSthendoesthe translationinto batchjobs for the target systemand
sendghemaccordingo thedependengcgraphto the UNICOREbatchsubsysteninterface(UBSSI)on thetarget.

The UNICORE sener canoperaten a re wall protectecervironment. The sener caneitherbe completelybehindthe
site's rewall or the re wall is locatedoetweerGatavay andNJS.

Figure3: TheUNICORE Sener Tier

Thetarget systemmay be a clusterof systemswhich aregovernedby oneclusterresourcemanagemensystemor the
targetis a stand-alonesystem.Eachof the systemds governedby a UNICORE Batch Subsysteninterface(UBSSI).
TheUBSSiltalksto thelocal batchsystenmto maintainthejob directory submitjobs on behalfof theuser andto control
thejob status.

A key componentor the securityarchitecturein UNICORE is the Public Key Infrastructure(PKIl). It is neededo
generatdhe certi catesfor users,Gatavays,softwaredevelopers,andNJSes.The UNICORE PKI policy is basedon



Figure4: TheTargetSystemTier

theregulationsde ned by the DFN-PCA (GermarResearciNetwork- Policy Certi cation Authority?). The UNICORE
Certi cation Authority (CA) is locatedat LRZ, all partnercentersun a RegistrationAuthority (RA).

4 The UserInterface

Within the UNICORE ernvironmentthe userhasa comfortableway to use distributed computingresourceswithout
caringfor site or systemspeci cs. It is all donein a seamlessvay. As describecaborve the speci cationsof resource
requirementandcommancbptionsetc. aredoneindependentlyrom the selectedargetsystem.They aretranslatedy
theNJSinto therealbatchjob for thetarget.

A key pointis thata userhasa single UNICORE userid, his or her UNICORE X.509 certi cate, to getaccesgo the
resourcest the variousUNICORE sites. The graphicaluserinterfaceoffers at top level the functionsto maintainthe
securitysettingsto prepardJNICOREjobs,andto monitorthem.

A UNICORE job canbe build from multiple partswhich canbe executedasynchronouslyr sequentiallydependertt
on differentsystemsat differentUNICORE sites. Currentlythe following elementsareofferedby the JobPreparation
Agent(JRN):

Scripttask,to submitexisting job scriptsvia UNICORE;
Compile-Link-Runtask,to preparenew applications;
Jobgroups o build subjobdor othertamgetsystems.

A new UNICORE job is createdby selectingNew from the JFA's File menu. This function establishes framewith
generainformationfor thejob, asthereare

thejob name;

thetamgetsystemwhich canbe selectedrom thelist of all systemsvailableto UNICORE;

theaccounid, it is currentlynotusedbut will bewhenit becomesiecessarjor aUNICOREuserto have different
accounts;

theusers e-mailaddresswherethe systenmshouldsendmessageto.

Figure5 shows the input panelandan examplelist of known target systemshe usercanselectthe Destinationfrom.
Userdefaultsfor thesevaluescanbesetvia Prefeences

“seehttp://wwwcert.dfn.de/dfnpca
5This is the currentimplementatiorstatus;during the UNICORE Plus projectmorekinds of dependenciewill beincluded,i.e. for parallel
execution.



Figure5: Generalnformationin a JobGroup

Whentheframeis setup atreeiconis placedin the upperleft cornerof the GUI window with the speci ed job name
attachedo it. Theright handsideof thewindow is initially left blank. The JFA's Job menuoffersachoiceof tasksauser
may addto thecurrentjob level: Script Compile-Link-RunTransfer andJob group. Selectingoneof thesea new icon
is addedo thejob treeon theleft andaniconis placedon theright side. Theaddedaskcanbe lled with inputwhen
theiconis selectedn theleft sidewhich opensthe appropriaténput window on theright. Figure6 shavs anexample
of theJFA with ajob displayedattop-level. Thejob frameicon with thejob name(gm.and.Im) is highlighted.

Figure6: A JobExample

This UNICORE job consistsf threedifferentjob stepsall of themareto be executedon the sametarget. gm2Imis a
scriptascanbe seenfrom theicon. The othertwo are compile-link-runtasks. On the right handside of the window
the iconsof the selectedob-groupareshonvn. They are markedby colorsrepresentingheir preparatiorstatus(red -
notyetreadyfor submissiongreen- readyfor submission).In caseall stepsof a job aremarkedreadyfor submission
the Submitbutton alsoturnscolor andis activatedfor usage. The iconson the right canbe moved by the userto an
appropriatdocationandthey canbe connectedria dependencie® re ect the necessargynchronizatiorbetweerthe
job steps.Therearetwo dependenciealreadyde ned via the Add Dependenciuttonat the bottom. They resultin an
independenéxecutionof gm2Imandgenexecutablewhile run_m canbe schedulednly after both predecessorsave
nished successfullyWithin thedependencde nition (seeFigure7) theusercanspecifythe datasethamef the les
createdvy the predecessandwhich areneededy the successojob step.
Anotherexampleshaws the input panelfor a compilestepof a compile-link-runtask(seeFigure8). It is dividedinto
threemajor areas:generaiinformation, Input, and Output. Besidegob stepnametheresourcesor the job have to be



Figure7: Dependeng De nition

speci ed. Figure9ashaows the currentresourcesnput panel. The numberof processorsr CPUs,the connector CPU
time, theamountof memory andjob disk spaceequirementganbe speci ed. Fromtheresourcenformationreceved
from theNJSsystemgheJFA knows aboutthe maximumvaluesfor the selectedargetsystemandwill notallow auser
to specifyavaluehigherthanthat. This supportghe userin creatingiobssuitablefor thetarget.

Figure8: GUI for COMPILE Task

With the ExecutionContexts (seeFigure9b) a userspeci esthe needeccompilerand speciallibraries. Again the JFA
knows from the resourcepageswhich librariesandapplicationpackagesreavailable. Also the CompilerSwitthesare
agoodexamplefor seamlesgob preparation.The optionsspeci edin Figure9c aregoingto betranslatedy the NJS
in whatthe compileratthe targetsystemunderstandsAs anexample therearethreeOptimizatonlevels offeredby the
interface:No Optimization SafeOptimization andAggressive The optimizationlevel Aggressivewould be translated
for a Cray T3E into the Fortran 90 option -O3,unoll2 while for a NEC SX-4 into -Wf,-dir par -P auto -C hopt -pi
-Wi,-pvctl, fullmsgywork=stad,noassume,loopt=1000M00

The JobMonitor Controller(JMC) offersfunctionsto displaythe job statusto list andsave job output,andto kill
jobs. Figure10 shavsthe JIMC interfacewith alist of jobs submittedby the userto UNICORE. The statusdisplaylists
thejobssortedby targetsites. Thejob iconsontheleft canbeexpandedo shon thecompletgob tree. As within the JFA
selectinganicon on theleft resultsin displayingthe dependencgraphof thejob atthe selectedevel, or for scriptand
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(a) Resourcespeci cation (b) ExecutionContexts (c) CompilerSwitches

Figure9: CompileTaskSelectiornPanels

compile-link-runjobs standarcbutputanderror les. Theiconsaremarkedwith colorsto representhe currentstatus
within UNICORE:blue- queuedyellow - running,red - abnormallyendedgreen- nished successfullyTheuserhas
accesso thejob statusandtheoutput les until heor sheexplcitly remozesthemfrom the statusdisplay

Figure10: JobMonitor Controller

5 Outlook

The UNICORE systemasit is todayalreadyprovides seamles&nd secureaccesso remoteresourcessupportsdata
transfertbetweerthe connecteaites,andhasestablishe@ publickey infrastructure Thesoftwarewrittenin Javaallows
for portability, soit canrun on avariety of clientandsener platforms. The databasefor the translationof the abstract
job speci cationinto a realbatchjob for thetarget systemis easilyadaptabldo new platforms. CurrentlyCRAY T3E,
NEC SX-4, FujitsuVPP700,andIBM SP2areintegratedandthebatchsubsystemslQSandLoadLeveler.

Within the UNICORE Plusprojectthe UNICORE systemis goingto be extendedandputinto productionatthe partner
sites. In Chapterl the areasof developmenthave alreadybeenmentioned.Within the shortterm applicationspeci c
interfacedor CPMD (CarParrinelloMolecularDynamics) MSC-NASTRAN, FLUENT, andSTAR-CD aredeveloped.



Thesenterfacewill guideusersghroughthecon gurationstepfor theirapplicationrandusethe UNICOREmechanisms
to seamlesslgubmitandcontrolthejobs. Theinterfacesaregoingto beintegratednto the JFA sothate.g.aNASTRAN
job canbeonejob stepin alarger UNICOREjob. For thelongertermit is plannedo build a genericinterfaceto easily
integrateotherapplications.

The currentresourcanodelincludesa smallsetof staticresourcenformation. The projectwill extendthe setandwill
includedynamicinformationaswell sothat,for example,a usergetshold of currentsystemoadasa decisioncriterion
for targetsystemselection.The new resourcanodelusesXML.

Oneof themostimportantissuesn the UNICOREPlusprojectis thedatamanagementiow to ef ciently transferdata
betweenJNICOREsites,especiallyif largeamountsof dataneedto be stagedo a site for job processingln addition,
accesdo dataarchiveswill beintegrated. It is alsoplannedto adda le transferfeaturefor datatransferindependent
from UNICOREjobsbut usingthe UNICORE securitymechanisms.

In the areaof meta-computingn applicationlevel threetopics are underresearch:Schedulingof mpp-applications
to berun in parallelat differentsites(mostof the batchsubsystemslo not supportfeaturedike adwancereseration),
techniquedor distributed execution of applicationsincluding a fault tolerant, batch orientedstartupprocedure and
mechanism#$or visualizationof the performancef suchmeta-computeapplications.

All theseefforts togetherwith strongtestingand quality managementvill leadto a user site, and systemfriendly
infrastructurdor grid computing.
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