
UNICORE:BeyondWeb-basedJob-Submission

MathildeRomberg
ResearchCenterJülich
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Abstract

UNICORE(Uniform Interfaceto ComputerResources)is a softwareinfrastructureto supporta uniform, secure
Web-basedaccessto distributedresources.Thetalk will giveanoverview of thearchitecture,its securityfeatures,the
userfunctions,andthecurrentimplementationstatus.

1 The UNICORE PlusProject

In 1997the GermanMinistry for EducationandResearch(BMBF) setup a two yearsproject to develop a software
infrastructurefor seamlessaccessto distributedsupercomputerresources.Motivation for the UNICORE (UNiform
Interfaceto COmputingREsources)project1 hasbeenthat userswho have to solve large problemsin computational
scienceusuallyneedresourceson a varietyof systemsat differentlocations.Theseusersarefacedwith differentsite
policiesandpractices(security, useridenti�cation, datamanagement,...), differentsystemarchitectures,andsystem
software. For the ef�cient useof the resourcesthe usersneedto learnaboutthesedifferences.UNICORE is going
to overcomethe additionaleffort. Theprojectgoal is to leave batchusersof the Germansupercomputercenterswith
a seamless,secure,andintuitiveWeb-basedinterfacefor job preparation,submission,andmonitoring. Thedeveloped
UNICOREprototyperunsin test-modeat thecentersin Berlin (ZIB), Jülich (FZJ),Karlsruhe(RUKA), München(LRZ),
Offenbach(DWD), andStuttgart(RUS)for thetargetsystemsT3E,SP2,andVPP. It providestheuserwith asinglesign-
on environmentvia X.509certi�cates. Throughthegraphicalinterfacetheusercanpreparemulti-stepUNICOREjobs
consistingof scriptjobsfor shell-scriptsof existing applications,Compile-Link-Run-jobsfor new applications,and�le
transferjobs. Jobsto be run at the sametargetsystemaregroupedtogetherin job-groups.Theuserspeci�esgeneral
informationlike the target systemper job group. Resourcerequirementsfor CPU time, numberof CPUs,amountof
mainmemory, anddiskspacearespeci�edperjob. Theuserinput is mappedby UNICOREto thetargetsystemspeci�c
commandsandoptions.Thejob monitorallowsfor checkingthejob statusandaccessingthestandardoutputanderror
�les.
A follow-onproject,UNICOREPlus2, startedin January2000andis plannedfor adurationof threeyears.Basedonthe
work donein theUNICOREprojectUNICOREPlusis goingto developa grid (see[5]) infrastructurefor seamlessand
secureaccesstosupercomputerresources.Thisincludesasophisticatedgraphicaluserinterfaceandsecuritymechanisms
aswell asservercomponentsfor thetranslationof theuniformjob speci�cationinto batchjobsfor thetargetsystem,for
schedulingetc. Theprojectgoalsareto developan improved,robustprototypewhich allows for multi-part,multi-site
jobswith elaboratejob �o w functionsandwhichsupportsapplicationspeci�c interfaces,ef�cient datatransfer, resource
modeling,andmeta-computingatapplicationlevel. As within UNICOREit is thedesignprincipleto keepsiteautonomy.
Projectpartnersarethe GermanWeatherService(DWD), ResearchCenterJülich, ComputerCenterof the University

1Seehttp://www.fz-juelich.de/unicore;UNICOREhasbeenfundedby BMBF, grantperoid1.8.1997- 31.12.1999,grantid 01 IR 703
2Seehttp://www.fz-juelich.de/unicoreplus;UNICOREPlusis aBMBF fundedproject,grantid 01 IR 001
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of Stuttgart(RUS), PallasGmbH,Brühl, Leibniz ComputerCenter, Munich (LRZ), ComputerCenterof theUniversity
Karlsruhe(RUKA), PaderbornCenterfor Parallel Computing(PC2),KonradZuseCenter, Berlin (ZIB), and Center
for High PerformanceComputingat TU Dresden(ZHR). The projectis structuredin eight sub-projectseachdealing
with oneor moreaspects,including softwaredevelopmentandproject-management.Topics of the sub-projectsare
test,quality management,administration,andpublic key infrastructure(PKI), resourcemodeling,applicationspeci�c
interfaces,datamanagement,job control�o w, andmeta-computing.
While in theUNICOREprojectthehardwarevendors3 werenon-fundedprojectpartnersthey now aremembersof the
recentlyfoundedfriendly societyUNICOREForume.V. to furthersupporttheUNICOREdevelopment.

2 The UNICORE Ar chitecture

Thearchitecturein theUNICOREPlusprojectis basedonthethreetier architecturedevelopedin thepredecessorproject
(see[1], [6], http://www.fz-juelich.de/unicore). It consistsof usertier, UNICOREserver tier, andtargetsystemtier as
shown in Figure1. Userandserver tier areJava applicationswhile thesystemtier is realizedin perl.

Figure1: ArchitectureOverview

Theusertier consistsof thegraphicaluserinterface.It offersthefunctionsto prepareandcontrolUNICOREjobs(for
detailsseeChapter4) andto setup andmaintainthe user's securityenvironment. As describedin Chapter3 in more
detail,thesecurityarchitectureis basedon theSecureSocketLayer(SSL)protocol.SSLis usedfor thecommunication
betweenthecomponentswhichtalk to eachotherover publicnetworks.Fromtheuserinput theuserinterfacegenerates
anAbstractJobObject(AJO) which is sentvia SSLto theGateway. TheAJO is a key componentin thearchitecture.
It comprisestheUNICOREprotocolbetweenuserinterfaceandtheNetworkJobSupervisortogetherwith theabstract
job speci�cationgeneratedfrom the userinput. The AJO is realizedasa Java classlibrary. [6] andhttp://www.fz-
juelich.de/unicore/DARR.psexplain theAJO in moredetail.
TheGatewayis the�rst partof theUNICOREServer tier. It takescareof theuserauthentication,securecommunication
betweenclient andserver, andprovidestheclient with informationabouttheavailableresourcesat thesite. It alsotalks
to theNetworkJobSupervisor(NJS)serversat its site to sendjobsanddata,statusrequestsandcontrolcommandsfor
furtherprocessingaswell asreceive datato makeit availableto theuser. EachNJScontrolsonetargetsystemor one
clusterof systemswhicharegovernedby a singleresourcemanagementsystem.It ful�lls thefollowing tasks:

3Hitachi,HP, IBM, NEC,SGI/Cray, Siemens/Fujitsu,Sun
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� analyzetheAJO(representingtheUNICOREJob)for localandremotejobs;
� maptheUNICOREuserid to thelocaluseridfor thetargetsystem;
� translatethelocal jobscontainedin theAJO into realbatchjobsfor thetargetsystem;
� sendjob-groupsto beexecutedatotherUNICOREsitesto thecorrespondinggateway;
� provide local resourceinformationto thegateway;
� takecareof necessary�le transfer;
� provide job statusinformationandjob output.

Theunderlyingrecursive job modelis suchthataUNICOREjob consistsof

� jobgroups,whichbuild aframewith generalinformationfor thispartof thejob like thetargetsystem;they contain
them-selfjobsgroups,jobs,anddependencies,

� jobsor tasks,whicharegoingto betranslatedinto batchjobsfor thetarget,
� dependenciesbetweentheelementsto re�ect thenecessarysynchronization;they build a directedacyclic depen-

dency graph.

EachUNICOREjob is assignedaUNICOREJobdirectorywhich is theunix workingspacefor thejob. It is atemporary
directoryexistingonly duringthelifetimeof thejob at thesite.All dataneededfor thejob executionhaveto beimported
from permanent�le spaceto the job directory. All datawhich is neededafter the job has�nished hasto be saved to
permanent�le space.Theuserhasto specifythedatato be importedandthoseto beexported.Thetransfersaredone
by UNICOREtransparentlyto theuser.

Figure2: TheUserTier

3 The Security Ar chitecture

Thischaptertakesacloserlookatthearchitecturedescribedaboveexplainingthethreetiersin moredetailwith respectto
thesecurityfeatures.Thesecurityis basedontheSecureSocketLayer(SSL)protocolandtheX.509V3typecerti�cates
(see[4]). SSL usespublic key cryptographyfor establishingconnectionsbetweenclient andserver. Thereforeeach
componenthasto have a public-secretkey pair with thesecretkey keptsecretandthepublic partbeingknown by the
others. The keys have to be certi�ed by a certi�cation authority(CA) so that the componentscanbe surethat they
communicatewith theuser(or program)heor sheclaimsto be. By defaultcerti�catessignedby unknown signersare
notaccepted.

3



TheUNICOREuser'sX509 certi�cate is his or herUNICOREuseridenti�cation. It is maintainedby theuserinterface
applicationin a crypteddatabase.Theuserinterfacealsoneedsto know abouttheCerti�cation Authority whichsigns
the userand the gateway certi�cates. With this informationa secureconnectionwith mutualauthenticationof both
componentscanbeestablished.Figure2 shows theusertier hostingthemainGUI componentsJobPreparationAgent
(JPA) andJobMonitor Controller(JMC)aswell astheuser'scerti�cate. Theuseris authenticatedby theGatewaywhen
presentinghis or hercerti�cate. Thecerti�cate is alsopartof the AJO for authorizationat differentsitesandthe AJO
partsaswell asthe whole AJO aresignedwith the user's certi�cate. This is necessaryto makesurethat no onecan
tamperwith theAJOon its waywithoutbeingnoticed.
UNICOREusestheUNICOREProtocolLayer (UPL) to sendtheAJO to the Gateway which just handsit over to the
NJScontrollingthespeci�ed targetsystem.In casea UNICOREsiteusesadditionalauthenticationmethodslike DCE
(DistributedComputingEnvironment)or SecureIDcards,theGatewayallowsfor sitespeci�c additionalauthentication
asis depictedin Figure3. Gateway andNJScommunicatevia sockets.The NJS�rst checkswhetherthe AJO is an
correctAJO from theuserwho signedit. It unpackstheAJO with theuser's public key andanalysesit for partsto be
sendto othertargetsystems.Thesearesendeitherto anotherlocalNJSor to agatewayat anotherUNICOREsiteat the
point in time thedependency graphde�nes. EachNJShasits own X.509certi�cate which it usesto communicateto a
Gatewayatanothersitevia SSL.TheGatewaythenknows,thattheAJO is partof anotherAJOandthatit hasto usethe
user'spublickey to unpacktheAJO insteadof theonefrom thesendingNJS.
For tasksto beprocessedlocally a NJSdoestheuseridmappingwhichmeansthatit mapstheuser'scerti�cate to hisor
heruseridenti�cation at the local system.TheNJSthendoesthe translationinto batchjobs for the targetsystemand
sendsthemaccordingto thedependency graphto theUNICOREbatchsubsysteminterface(UBSSI)on thetarget.
TheUNICOREserver canoperatein a �re wall protectedenvironment.Theserver caneitherbecompletelybehindthe
site's �re wall or the�re wall is locatedbetweenGatewayandNJS.

Figure3: TheUNICOREServer Tier

Thetargetsystemmaybea clusterof systemswhich aregovernedby oneclusterresourcemanagementsystemor the
target is a stand-alonesystem.Eachof the systemsis governedby a UNICOREBatchSubsystemInterface(UBSSI).
TheUBSSItalksto thelocalbatchsystemto maintainthejob directory, submitjobsonbehalfof theuser, andto control
thejob status.
A key componentfor the securityarchitecturein UNICORE is the Public Key Infrastructure(PKI). It is neededto
generatethecerti�catesfor users,Gateways,softwaredevelopers,andNJSes.TheUNICOREPKI policy is basedon
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Figure4: TheTargetSystemTier

theregulationsde�nedby theDFN-PCA(GermanResearchNetwork- Policy Certi�cation Authority4). TheUNICORE
Certi�cation Authority (CA) is locatedatLRZ, all partnercentersruna RegistrationAuthority (RA).

4 The User Interface

Within the UNICORE environmentthe userhasa comfortableway to usedistributedcomputingresourceswithout
caringfor siteor systemspeci�cs. It is all donein a seamlessway. As describedabove the speci�cationsof resource
requirementsandcommandoptionsetc. aredoneindependentlyfrom theselectedtargetsystem.They aretranslatedby
theNJSinto therealbatchjob for thetarget.
A key point is thata userhasa singleUNICORE userid,his or her UNICOREX.509 certi�cate, to get accessto the
resourcesat thevariousUNICOREsites. Thegraphicaluserinterfaceoffersat top level the functionsto maintainthe
securitysettings,to prepareUNICOREjobs,andto monitorthem.
A UNICOREjob canbe build from multiple partswhich canbeexecutedasynchronouslyor sequentiallydependent5

on differentsystemsat differentUNICOREsites. Currentlythe following elementsareofferedby theJobPreparation
Agent(JPA):

� Scripttask,to submitexisting job scriptsvia UNICORE;
� Compile-Link-Runtask,to preparenew applications;
� Jobgroups,to build subjobsfor othertargetsystems.

A new UNICORE job is createdby selectingNew from the JPA's File menu. This functionestablishesa framewith
generalinformationfor thejob, asthereare

� thejob name;
� thetargetsystem,whichcanbeselectedfrom thelist of all systemsavailableto UNICORE;
� theaccountid, it is currentlynotusedbut will bewhenit becomesnecessaryfor aUNICOREuserto havedifferent

accounts;
� theuser'se-mailaddress,wherethesystemshouldsendmessagesto.

Figure5 shows the input panelandanexamplelist of known target systemsthe usercanselectthe Destinationfrom.
Userdefaultsfor thesevaluescanbesetvia Preferences.

4seehttp://www.cert.dfn.de/dfnpca
5This is thecurrentimplementationstatus;during theUNICOREPlusprojectmorekinds of dependencieswill be included,i.e. for parallel

execution.
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Figure5: GeneralInformationin a JobGroup

Whentheframeis setup a treeicon is placedin theupperleft cornerof theGUI window with thespeci�ed job name
attachedto it. Theright handsideof thewindow is initially left blank.TheJPA'sJobmenuoffersachoiceof tasksauser
mayaddto thecurrentjob level: Script, Compile-Link-Run, Transfer, andJobgroup. Selectingoneof thesea new icon
is addedto thejob treeon theleft andanicon is placedon theright side.Theaddedtaskcanbe�lled with inputwhen
theicon is selectedon theleft sidewhichopenstheappropriateinput window on theright. Figure6 showsanexample
of theJPA with a job displayedat top-level. Thejob frameiconwith thejob name(gm and lm) is highlighted.

Figure6: A JobExample

This UNICOREjob consistsof threedifferentjob steps,all of themareto beexecutedon thesametarget. gm2lmis a
scriptascanbeseenfrom the icon. The othertwo arecompile-link-runtasks. On the right handsideof the window
the iconsof the selectedjob-groupareshown. They aremarkedby colorsrepresentingtheir preparationstatus(red -
not yet readyfor submission;green- readyfor submission).In caseall stepsof a job aremarkedreadyfor submission
the Submitbutton alsoturnscolor andis activatedfor usage.The iconson the right canbe moved by the userto an
appropriatelocationandthey canbeconnectedvia dependenciesto re�ect thenecessarysynchronizationbetweenthe
job steps.Therearetwo dependenciesalreadyde�ned via theAddDependencybuttonat thebottom.They resultin an
independentexecutionof gm2lmandgenexecutablewhile run lm canbescheduledonly afterbothpredecessorshave
�nished successfully. Within thedependency de�nition (seeFigure7) theusercanspecifythedatasetnamesof the�les
createdby thepredecessorandwhichareneededby thesuccessorjob step.
Anotherexampleshows the input panelfor a compilestepof a compile-link-runtask(seeFigure8). It is dividedinto
threemajorareas:generalinformation,Input, andOutput. Besidesjob stepnametheresourcesfor the job have to be
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Figure7: Dependency De�nition

speci�ed. Figure9ashows thecurrentresourcesinput panel.Thenumberof processorsor CPUs,theconnector CPU
time, theamountof memory, andjob disk spacerequirementscanbespeci�ed.Fromtheresourceinformationreceived
from theNJSsystemstheJPA knowsaboutthemaximumvaluesfor theselectedtargetsystemandwill not allow auser
to specifya valuehigherthanthat.Thissupportstheuserin creatingjobssuitablefor thetarget.

Figure8: GUI for COMPILETask

With theExecutionContexts(seeFigure9b) a userspeci�estheneededcompilerandspeciallibraries. Again theJPA
knows from theresourcepageswhich librariesandapplicationpackagesareavailable.Also theCompilerSwitchesare
a goodexamplefor seamlessjob preparation.Theoptionsspeci�ed in Figure9c aregoingto betranslatedby theNJS
in whatthecompilerat thetargetsystemunderstands.As anexample,therearethreeOptimizationlevels offeredby the
interface:No Optimization, SafeOptimization, andAggressive. Theoptimizationlevel Aggressivewould betranslated
for a Cray T3E into the Fortran 90 option -O3,unroll2 while for a NEC SX-4 into -Wf,-dir par -P auto -C hopt -pi
-Wf,-pvctl,fullmsg,vwork=stack,noassume,loopcht=10000000.

TheJobMonitor Controller(JMC) offersfunctionsto displaythe job status,to list andsave job output,andto kill
jobs. Figure10showstheJMCinterfacewith a list of jobssubmittedby theuserto UNICORE.Thestatusdisplaylists
thejobssortedby targetsites.Thejob iconsontheleft canbeexpandedto show thecompletejob tree.As within theJPA
selectinganiconon theleft resultsin displayingthedependency graphof thejob at theselectedlevel, or for scriptand
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(a)ResourceSpeci�cation (b) ExecutionContexts (c) CompilerSwitches

Figure9: CompileTaskSelectionPanels

compile-link-runjobsstandardoutputanderror �les. The iconsaremarkedwith colorsto representthecurrentstatus
within UNICORE:blue- queued,yellow - running,red- abnormallyended,green- �nished successfully. Theuserhas
accessto thejob statusandtheoutput�les until heor sheexplcitly removesthemfrom thestatusdisplay.

Figure10: JobMonitor Controller

5 Outlook

The UNICORE systemasit is todayalreadyprovidesseamlessandsecureaccessto remoteresources,supportsdata
transferbetweentheconnectedsites,andhasestablishedapublickey infrastructure.Thesoftwarewrittenin Javaallows
for portability, soit canrun on a varietyof client andserver platforms.Thedatabasefor thetranslationof theabstract
job speci�cationinto a realbatchjob for thetargetsystemis easilyadaptableto new platforms.CurrentlyCRAY T3E,
NECSX-4,FujitsuVPP700,andIBM SP2areintegratedandthebatchsubsystemsNQSandLoadLeveler.
Within theUNICOREPlusprojecttheUNICOREsystemis goingto beextendedandput into productionat thepartner
sites. In Chapter1 the areasof developmenthave alreadybeenmentioned.Within theshortterm applicationspeci�c
interfacesfor CPMD(Car-ParrinelloMolecularDynamics),MSC-NASTRAN, FLUENT, andSTAR-CD aredeveloped.
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Theseinterfaceswill guideusersthroughthecon�gurationstepfor theirapplicationandusetheUNICOREmechanisms
to seamlesslysubmitandcontrolthejobs.Theinterfacesaregoingto beintegratedinto theJPA sothate.g.aNASTRAN
job canbeonejob stepin a largerUNICOREjob. For thelongertermit is plannedto build a genericinterfaceto easily
integrateotherapplications.
Thecurrentresourcemodelincludesa smallsetof staticresourceinformation.Theprojectwill extendthesetandwill
includedynamicinformationaswell sothat,for example,a usergetsholdof currentsystemloadasa decisioncriterion
for targetsystemselection.Thenew resourcemodelusesXML.
Oneof themostimportantissuesin theUNICOREPlusprojectis thedatamanagement:How to ef�ciently transferdata
betweenUNICOREsites,especiallyif largeamountsof dataneedto bestagedto a sitefor job processing.In addition,
accessto dataarchiveswill be integrated.It is alsoplannedto adda �le transferfeaturefor datatransferindependent
from UNICOREjobsbut usingtheUNICOREsecuritymechanisms.
In the areaof meta-computingon applicationlevel threetopicsareunderresearch:Schedulingof mpp-applications
to be run in parallelat differentsites(mostof the batchsubsystemsdo not supportfeatureslike advancereservation),
techniquesfor distributedexecutionof applicationsincluding a fault tolerant,batchorientedstartupprocedure,and
mechanismsfor visualizationof theperformanceof suchmeta-computerapplications.
All theseefforts togetherwith strongtestingand quality managementwill lead to a user, site, and systemfriendly
infrastructurefor grid computing.
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